FAQ -

Certificates used for Secure Boot
on SUSE Linux Enterprise 11 SP3



Vendor GUID
GUID identifying SUSE is : 2879¢c886-57ee-45cc-b126-192f24f906b9

Certificate Authority
All keys issued by SUSE for Secure Boot purpose uses the following CA:
http://ftp.suse.com/pub/projects/security/secure-boot/SLES-UEFI-CA-Certificate.der

+ file md5sum: 497a080eeb9335cd17cd4166e805edfe

+ file sha256sum: c315e37690d6847d6603db8c6f7b4c20aae7c89af3bf5e8e41c48416ealda5bd

. Subject: CN=SUSE Linux Enterprise Secure Boot CA, C=DE, L=Nuremberg, O=SUSE Linux Products
GmbH, OU=Build Team/emailAddress=build@suse.de

*  Validity :
o Not Before: Apr 18 14:33:41 2013 GMT
o Not After : Mar 14 14:33:41 2035 GMT
This CA should be enrolled as a KEK.
File is also available under PEM format:
http://ftp.suse.com/pub/projects/security/secure-boot/SLES-UEFI-CA-Certificate.crt
+ file md5sum: ef0778357c2f90da483296620a98b9dc

« file sha256sum: 48998940c8ed45c90f7bf59c9d4b0fbdfedabcb3ddlel2e2744bd7a6e2daef24
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Signing Key
The following key is used for Secure Boot signature of SUSE Linux Enterprise 11 SP3 (and later):
http://ftp.suse.com/pub/projects/security/secure-boot/SLES-UEFI-SIGN-Certificate.der

» file md5sum: 0489d42869afd12047584ed8c7ea9474

» file sha256sum: 7842513aea4cf21f17678ac966d08c0ffb871df52c107bcl2c5974bcaaflecle

Subject: CN=SUSE Linux Enterprise Secure Boot Signkey, C=DE, L=Nuremberg, O=SUSE Linux
Products GmbH, OU=Build Team/emailAddress=build@suse.de

*  Validity :
o Not Before: Apr 18 14:34:34 2013 GMT
o NotAfter : Feb 25 14:34:34 2023 GMT
This key should be enrolled in db (Signature Database)
File is also available under PEM format:
http://ftp.suse.com/pub/projects/security/secure-boot/SLES-UEFI-SIGN-Certificate.crt
» file md5sum: 00964d82f1bf798741ee3ba52d1b65c8

« file sha256sum: 224e2aelfd2ad30dec97a8caea22390958ae89a04dae145d61c631bc94486¢chb
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